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G A I N  T H E  TA C T I C A L  A D V A N TA G E

T H E  M O S T  C O M P R E H E N S I V E  
D A R K  W E B  D ATA S E T
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S E A R C H L I G H T  C Y B E R
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I N C I D E N T  R E S P O N S E
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C U S T O M E R  F R A U D  P R O T E C T I O N

U S E  C A S E S

I N V E S T I G AT E  L E S S .  R E S P O N D  Q U I C K E R .
F I G H T  A G A I N S T  C R I M I N A L  A C T I V I T Y  
O N  T H E  D A R K  W E B
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P A S S W O R D  R E - U S E  A N D  H A S H  C R A C K I N G
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S O C I A L  E N G I N E E R I N G

C O M P A N Y A C T I O N S

Companies

Dashboard

Attributes

Actions

Explore

Tra�ic

Settings

History

Dark Web Search

Bookmarks

News

Notifications

Account

Support

Home

Report

P A S S W O R D  O N  D A R K  W E B  F O R U M
24th June 2023 High Priority Exploit

We’ve found leaked passwords from your supply chain partner XXXX on the dark web

S H O W I N G  A L L  A C T I O N S

Export All Resolve All

M E N T I O N  O N  R A N S O M W A R E  G R O U P  F O R U M
25th June 2023 High Priority Action

Your organization’s name was posted by a ransomware group on the dark web

R E F I N E  4  A C T I O N S

1 Tra�ic Actions

2 Network Actions

0 Phishing Actions

3 Credentials on Markets

0 Credentials on Forums

0 Credentials on Social Chats

0 Credentials on Pastes

0 Credentials on Code Repos

4 Credential Actions

1 Ransomware Action

S U S P I C I O U S  D A R K  W E B  T R A F F I C
2 days ago High Priority Exploit

We found dark web tra�ic to and from your network.

M E N T I O N  O N  D A R K  W E B  F O R U M
4 hours ago High Priority Exploit

Suspicious business.cop has been mentioned on the dark web

C O M P A N Y A C T I O N S

Companies

Dashboard

Attributes

Actions

Explore

Tra�ic

Settings

History

Dark Web Search

Bookmarks

News

Notifications

Account

Support

Home

Report

R E F I N E  7 8 1  A C T I O N S

54 Tra�ic Actions

67 Network Actions

41 Phishing Actions

472 Leaked Credentials

32 Infection Credentials

74 Credentials on Markets

12 Credentials on Pastes

17 Credentials on Code Repos

619 Credential Actions

12 Company Breaches

Leaked Credentials may give access to highly sensitive areas of your business. These accounts could
belong to customers or employees which may result in unauthorized access to systems or accounts.

Select multiple items to edit them in bulk

Email:
Domain:

your.name@yahoo.com
yahoo.com

S H O W I N G  4 7 2  L E A K E D  C R E D E N T I A L S

L E A K E D  P A S S W O R D S

S U B  A C T I O N D AT E  P U B L I S H E D P A S S W O R D

9th July 2021 25th June 2021

Email: your.name@yahoo.com
Password: xikslajkfuj787294nqixs

Password Type: snefru256
Domain: Linked.com
Source: Racoon

Date Published: 25th June 2021 21:38:03

xikslajkfuj787294nqixs Linked.com

Delete selectedRemove Selected

D O M A I N

Additional Information

Address Information

Company Information

Personal Information

SEARCH

D A R K  W E B  M A R K E T  S E A R C H

C E R B E R U S  F O U N D  2 3 1  R E S U LT S

A U T O S H O P  M A R K E T P L A C E  P R O F I L E

F R O M

S TAT U S

T O

O N L I N E
O F F L I N E

C ATA G O R Y
D I G I TA L  G O O D S
D R U G S
P H Y S I C A L  G O O D S

M A R K E T
S L I L P P
B I D E N C A S H
B L A C K P A S S
G E N E S I S

V E N D O R
B I D E N C A S H

A U T O S H O P  C L O N E  C A R D S
VendorName3 posting on Asap

C H E A P  P R E P A I D  A N D  C L O N E  C A R D S
VendorName2 posting on Royal

G E T  T H E  B E S T  C A R D S  F R O M  A U T O S H O P
VendorName posting on Nemesis

C O M P A N Y A C T I O N S

Companies

Dashboard

Attributes

Actions

Explore

Tra�ic

Settings

History

Dark Web Search

Bookmarks

News

Notifications

Account

Support

Home

Report

R E F I N E  6 8 2  A C T I O N S

54 Tra�ic Actions

67 Network Actions

35 Phishing Actions

395 Leaked Credentials

32 Infection Credentials

58 Credentials on Markets

12 Credentials on Pastes

17 Credentials on Code Repos

526 Credential Actions

12 Company Breaches

Dark web Markets o�en sell access to both employee and customer accounts. 
This can pose a security risk to your company or may put you and your customers at risk of fraud and chargebacks.

Select multiple items to edit them in bulk

S H O W I N G  5 8  C R E D E N T I A L S  F O R  S A L E  A C T I O N S

C R E D E N T I A L S  B E I N G  S O L D

S U B  A C T I O N  D AT E A C C O U N T D A R K  W E B  M A R K E T

1st November 2023 ibm.com ibm.com ibm.com

Listing Title:

Listing Text:

Listing Price:

Russian market log 12836255

Stealer: lumma Country: N/A ISP Outlook Info: Date: 0001.11.30 Size: 2.14Mb Vendor: Mostyf Price: $10.00 Struct: 
archive zip, Applications, AnyDesk, service.conf, user.cont, Chrome, Default, Autofills.txt, Cookies.txt, Downloads.txt, 
History.txt, Passwords.txt, Profile1, Autofills.txt, Cookies.txt, Downloads.txt, History.txt, Passwords.txt, Profile10, 
Cookies.txt, History.txt, Profilell, Cookies.txt, Downloads.txt, History.txt, Profile14, Cookies.txt, History.txt, Profile 15, 
Autofills.txt, Cookies.txt, Downloads txt, History.txt, Passwords.txt, Profile 16, Autofills.txt, Cookies txt, History.txt, 
Passwords.txt, Profile 17, Autofills.txt, Cookies.txt, Downloads.txt, History bet, Passwords.txt, Profile 19, Cookies txt, 
History.txt, Passwords.txt, Profile4, Autofills.txt, Cookies txt, Downloads.txt, History.txt, Passwords.txt, Profile7, 
Autofills.txt, Cookies.txt, Downloads.txt, History.txt, Passwords.txt, Profiles, Autofills.txt, Cookies.txt, Downloads.txt, 
History txt, Passwords.txt, Profiles, Autofills.txt, Downloads.txt, History.txt, Passwords.txt, Cookies, Cookies Chrome 
Default txt, Cookies_Chrome_Profile1.txt, Cookies Chrome Profile10.txt, Cookies_Chrome_Profile11.txt,

10.00

RussianMarket Mo####yf

Delete selectedRemove Selected

V E N D O R O P T I O N S
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H O W  S E A R C H L I G H T  G AT H E R S  I T S  D ATA
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L I V E  A N D  H I S T O R I C  
D ATA  F R O M
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L E A R N  M O R EB O O K  A  D E M O  T O  S E E  I T  I N  A C T I O N
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S L C Y B E R . I O

U S A  H E A D Q U A RT E R S
900 16th Street NW,
Suite 450, Washington,
DC 20006
+1 (202) 684 7516

U K  H E A D Q U A RT E R S  
Suite 63, Pure O�ices,
1 Port Way, Port Solent,
Portsmouth PO6 4TY
+44 (0)345 862 2925


